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A polished view of my PhD work:

• Research Objective: 
Reduce leakage of private or 
confidential information in 
Intrusion Detection System (IDS) 
alarms

• Two main research topics:
• Privacy leakage metrics

• Enforcement of privacy policies
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Reality - me having a 40 years crisis.

Hmm...
What do I want to be.
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Reality - me having a 40 years crisis.

Become rich?
Famous?

Buy a Tesla?
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Reality - me having a 40 years crisis.

Take a PhD!
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Well - it did not really start like this, but almost:

• I already worked with a FP6 
project:

• Project came to conclusion.

• What shall I do now?
• Work in industry, earn money?

• Go back to full-time teaching?

• Or continue with research?

• The thought of doing a PhD 
grew on me...
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The decision:

• My fantastic supervisor, 
professor Vladimir Oleshchuk, 
convinced me - Take a PhD in 
information security!

• But:
• Can I afford it?

• Am I good enough?

• Will I get the position?
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Personal objectives

• I wanted my PhD work to be interesting and relevant for 
future research

• I wanted to update my knowledge to be more industry-
relevant, to increase my market value

• This is useful, for example when doing salary negotiations...

• I wanted to make the world a little better place to live in 
• Do research that makes a difference

• I wanted to lay the foundations for future research projects

• No overtime (yeah, right...)

• Ultimately, I planned for an academic career.
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Planning the PhD 
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Planning the PhD 

• To ensure relevance for future research projects:
• I read the open FP7 security calls

• Privacy-enhancing technologies was a hot area

• I had former experience from developing an IDS appliance

• Decided to do research on privacy-enhanced network 
monitoring services

• Also wanted to participate in writing FP7 project proposals
• Create my own job as a researcher

• Integrate and further develop PhD work in future research projects

• Basically, ensure that the research has future impact
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About work effort

• Taking a PhD is similar to being 
a top-level athlete.

• A lot of dedicated effort, training 
and practice is needed.

• Forget normal working hours 
and holidays...

• But also keep physically fit

• Make sure you finish on time!
• I did not, as you can see...

• Juggling project and PhD is not fun.

• Finishing PhD without funding is 
even less fun...
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Know your strengths - choose courses with care
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If you want to finish your PhD on time:
• Make a plan and stick to it.

• Focus - going off at tangents is not recommended[wife]...

• Focus means having one research target, not two or many...

• Do not:
• Start writing EU project proposals

• Work on an EU project while finishing your PhD

• Get sidetracked into other interesting research areas

• Take on responsibility as a union representative

• Try to write a social science paper, just to see if you can do it

• Do in-depth research of all layers of the protocol stack - limit scope as necessary

• Try to get access to IDS data from commercial MSS providers

• Define your own self-study course items

• Take non-standard courses that may be hard to get recognised by your university

• Get stuck on futile research paths

• Husk fjellvettreglene: “Vend i tide - det er ingen skam å snu”
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Summary of Experience doing a PhD

• Taking a PhD is a great opportunity.

• Interesting and giving work.

• I have learnt a lot, now technically an 
expert according to Gladwell criteria.

• Have got me up to speed as a 
researcher.

• Good research outcome, poor pay.

• I hope others can learn from my 
experience, to avoid:

• problems with timeliness;

• poor work/free time balance;

• and some common pitfalls.

• Dissertation: 
http://brage.bibsys.no/xmlui/handle/11250/194485 
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Main Exploitable Results and Impact of PhD work

Reversible Anonymiser for XML 
services
http://launchpad.net/reversible

Scratch-based 
XACML Policy Editor
(student project)

Privacy Leakage
Calculator

Demonstrate privacy-
enhanced operation of
Prelude-IDS

Me: Førsteamanuensis
(Associate professor)
at UIA

http://sf.net/projects/snakespeed



8. April 2014Ulltveit-Moe, Privacy-enhancing Network Monitoring

16

Thank you!

Questions?
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