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Post�Quantum Crypto ...Where have you been all this while?
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Post�Quantum Crypto ...Where have you been all this while?

Current PKC algorithms are doomed once a big enough
quantum computer arrives (10-15 years?)

Research in algorithms secure in the quantum world

Code-based systems
Lattice-based systems
Hash-based systems
Multivariate Quadratic systems

Gaining con�dence for a standard (5-7 years?)

Adopting a standard (10-12 years?)
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Post�Quantum Crypto ...Where have you been all this while?
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Multivariate (MQ) Crypto

TypicalMQ public key scheme: Fn
q → Fm

q

input x

x = (x1, . . . , xn)

x′

y′

output y

private: S

private: F

private: T

public :
P = T ◦ F ◦ S
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MQ History
MIA [IM85]

C* [MI88]

Birational Permutation [Sha93]

HFE [Pat96]

OV [Pat97]

UOV [KPG99]

Quartz [PCG01b] 

Sflash [PCG01a, CGP03]

PMI [Din04], RSE(2)PKC [KS04] 

RSSE(2)PKC [KS05a] 

Enhanced TTS [YC04c, YC05]

Rainbow [DS05]

MFE [WYHL06]

MQQ [GMK08]

Enhanced STS [TGTF10]

MQQ-Sig [GØJ+11] 

MFE-Dio [GH11]

MQQ-Enc [GS12]

MIA and C* [Pat95]

Birational Permutation 
[CSV93, The95, CSV97]

OV [KS98]

HFE [KS99, FJ03, GJS06, DG10, DH11]

Sflash [GM02, DFSS07, BFMR11]

RSE(2)PKC,RSSE(2)PKC [WBP04]

PMI [FGS05]

Enhanced TTS [DHYC06a, TW12a]

MFE [DHN+07]

MQQ [MDBW09, FØPG10]

Enhanced STS [TW12a]

MQQ-Sig, MQQ-Enc [FGPST14] 

MFE-Dio [T13]

1985

1990

1995

2000

2005

2010

Constructions Cryptanalysis
MQ

Thomae 13
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MQ History

Break and Patch!
MIA [IM85]
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Attacks on MQ schemes

MinRank

Equivalent keys/Good keys

Reconciliation/Band separation

Di�erential attacks

ntnu.no �nki.ukim.mk S. Samardjiska, Linearity Measures forMQ Cryptography



7

Attacks on MQ schemes

Linear subspaces!

MinRank

Equivalent keys/Good keys

Reconciliation/Band separation

Di�erential attacks
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Linearity measures for (n,m)-functions

w ∈ Fn
q - linear structure of f if

Dwf(x) = f(x+ w)− f(x) = f(w)− f(0)

for all x ∈ Fn
q .

Linear space of f - generated by the linear structures of f .
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Linearity measures for (n,m)-functions

[Nyberg92] Quadratic form f :

xᵀFx, Rank(F) = r.

Ker(F) - linear space of f .

L(f) = qn−
r
2

Linearity - measured using the smallest rank r of any of the
components vᵀ · f .

Maximum nonlinearity:

Bent functions - Rank(Fv) = n, even n, m 6 n/2,

Almost bent (AB) functions - Rank(Fv) = n− 1, odd n,
m = n.
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MinRank Attack

MinRank MR(n, r, k,M1, . . . ,Mk)

Input: n, r, k ∈ N, where n < m and M1, . . . ,Mk ∈Mn×n(Fq).

Question: Find � if any � a k-tuple (λ1, . . . , λk) ∈ Fk
q \ {(0, 0, . . . , 0)}

such that:

Rank

(
k∑

i=1

λiMi

)
6 r.

MinRank ⇔ L(f) > qn−
r
2
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Example 1:

f :

f1 = x1x2 + x3

f2 = x1x3 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2

L(f) = 23

(1, 0, 0, 1)ᵀ ·f is linear

f ′ :

f1 = x1x2 + x3

f2 = x1x2 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2 + x2x3

L(f ′) = 23

(1, 1, 0, 0)ᵀ ·f is linear

(1, 0, 1, 1)ᵀ ·f is linear
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Example 1:

f :

f1 = x1x2 + x3

f2 = x1x3 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2

L(f) = 23

(1, 0, 0, 1)ᵀ ·f is linear

f ′ :

f1 = x1x2 + x3

f2 = x1x2 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2 + x2x3

L(f ′) = 23

(1, 1, 0, 0)ᵀ ·f is linear

(1, 0, 1, 1)ᵀ ·f is linear

It is important to measure the size of!
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Example 2: Oil & Vinegar

f :

f1(x1, x2, x3, x4) = x1x3 + x2x4 + x1x2 + x3

f2(x1, x2, x3, x4) = x2x3 + x1x4 + x2x4 + x3

L(f) = 22

f1(c1, c2, x3, x4) = c1x3 + c2x4 + c1c2 + x3

f2(c1, c2, x3, x4) = c2x3 + c1x4 + c2x4 + x3

f is linear on the oil subspace!
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(s, t)�linearity & Strong (s, t)�linearity

Boura and Canteaut FSE13:

(n,m) function f is said to be (s, t)�linear
if there exist linear subspaces V ⊂ Fn

q , W ⊂ Fm
q with

Dim(V ) = s, Dim(W ) = t, s.t.

for all w ∈W , deg(wᵀ · f) 6 1

on all cosets of V .
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Example:

f1(x1, x2, x3, x4) = x1x3 + x2x4 + x1x2 + x3

f2(x1, x2, x3, x4) = x2x3 + x1x4 + x2x4 + x3

f is (2, 2)�linear,
V = 〈(0, 0, 1, 0), (0, 0, 0, 1)〉, W = 〈(1, 0), (0, 1)〉

f1(x1, x2, x3, x4) = x1x3 + x1x4 + x2

f2(x1, x2, x3, x4) = x1x2 + x1x4 + x1x3

f3(x1, x2, x3, x4) = x1x3 + x2x3 + x2x4

f is (3, 2)�linear,
V = 〈(0, 1, 0, 0), (0, 0, 1, 0), (0, 0, 0, 1)〉, W = 〈(1, 0, 0), (0, 1, 0)〉
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(s, t)�linearity & Strong (s, t)�linearity

(n,m) function f is said to be strongly (s, t)�linear
if there exist two linear subspaces V ⊂ Fn

q , W ⊂ Fm
q with

Dim(V ) = s, Dim(W ) = t, s.t.

for all w ∈W ,

V is a subspace of the linear space of wᵀ · f .
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Example:

f :

f1 = x1x2 + x3

f2 = x1x3 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2

strongly (3, 1)�linear
V = F3

2

W = 〈(1, 0, 0, 1)〉

f ′ :

f1 = x1x2 + x3

f2 = x1x2 + x2 + x3

f3 = x2x3 + x1 + x2 + x3

f4 = x1x2 + x2x3

strongly (3, 2)�linear
V = F3

2

W = 〈(1, 1, 0, 0), (1, 0, 1, 1)〉
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MinRank and Strong (s, t)�linearity

f = (f1, f2, . . . , fm) - quadratic (n,m) function,
F1,F2, . . . ,Fm - matrix representations of the coordinates of f .

The MinRank problem MR(n, r,m,F1,F2, . . . ,Fm) has a solution
i�

f is strongly (n− r, 1)�linear.
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Equivalent Keys/Good Keys

P = T ◦ F ◦ S ⇔
P = T ◦ Σ−1︸ ︷︷ ︸ ◦Σ ◦ F ◦ Ω︸ ︷︷ ︸ ◦Ω−1 ◦ S︸ ︷︷ ︸ ⇔
P = T ′ ◦ F ′ ◦ S ′

Equivalent Keys - preserve all structure

Good Keys - preserve some structure
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Equivalent Keys/Good Keys

UOV

Equivalent Key for UOV
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Equivalent Keys/Good Keys

UOV

Good Keys for UOV
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Good Keys and (Strong) (s, t)�linearity

P = T ◦ F ◦S = T ′ ◦ F ′ ◦S′

strong (s, t) separation key for P
exploits strong (s, t)�linearity

(s, t) separation key for P
exploits (s, t)�linearity
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Strong (s, t)�separation keys for someMQ cryptosystems

scheme parameters strong (s, t) separation keys

Branch.C∗ (n1, . . . , nb) (
∑

i ni, n−
∑

i ni)

STS (r1, . . . , rL) (n− rk, rk), k = 1, . . . , L− 1

Rainbow (v1, o1, o2) = (18, 12, 12) (12, 12)

MQQ-SIG (q, d, n, r) = (2, 8, 160, 80) (k, 80− k), k = 1, . . . , 79

MFE (qk, n,m) = ((2256)k, 12, 15) (2k, 10k), (4k, 4k),(6k, 2k), (8k, k)

EnTTS (n,m) = (32, 24) (10, 14),(14, 10)
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(s, t)�separation keys for some MQ cryptosystems

scheme parameters (s, t) separation keys

UOV (q, v, o) (o, o)

Rainbow (q, v, o1, o2) = (28, 18, 12, 12) (12, 24), (24, 12)

MQQ-SIG (q, d, n, r) = (2, 8, 160, 80) (8 + 8i, 80− 8i), i ∈ {0, ..., 9}

MFE (qk, n,m) = ((2256)k, 12, 15) (2k, 2k),(3k, 2k),(4k, 4k)

`IC (qk, `) = (2k, 3) (2k, 2k),(k, 2k)

EnTTS (n,m) = (32, 24) (10, 24),(14, 14),(24, 10)
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Generic separation key attack for MQ cryptosystems

Min-Max strategy

1 Look for the minimal (maximal) s and maximal (minimal) t
s.t. there exists a strong (s, t) separation key

HighRank attack
MinRank attack

2 Recover the linear space determined by the key

3 Repeat the procedure for the remaining part of the
polynomials
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Thank you for listening!
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