








Z.A.Qazi et al.,”SIMPLE-fying Middlebox Policy Enforcement using SDN,” 
ACM SIGCOMM, August 2013.



Threat Type Data Flows Data Stores Processes Interactors

Spoofing -

Tampering X1 X2

Repudiation X4 X4

Information Disclosure X1 X2,3

DoS - - -

Elevation of Privilege X5
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Controller Average Response 

Time (ms)

Total traffic received 

on port of victim 

during ICMP flood 

(packets)

Total traffic 

transmitted by all 

hosts during ICMP 

flood (packets)

L2 Learning 43.172 99608 99608

DoS Protection 45.282 1252 14523



 

 

 

 

 

 

 

SYN 

SYN/ACK 

ACK 

SYN 

SYN/ACK 

Client Server Attacker Victim SYN Flood Attack

Controller Total traffic transmitted by victim 

during TCP SYN flood (packets)

Total traffic received by victim during 

TCP SYN flood (packets)

L2 Learning 29911 59821

DoS Protection 30 10

Controller Average throughput with 1000 unique 

MAC addresses

Average throughput with 10000 unique 

MAC addresses

L2 Learning 764.32 responses/s 688.32 responses/s

DoS Protection 294.34 responses/s 90.54 responses/s

Controller Throughput
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OpenFlow Controller Article, Floodlight Architecture and Relationships, http://www.admin-magazine.com/ 
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getAllSwitchMap



Floodlight Controller, User Documentation -> REST Applications -> Circuit Pusher, 19 Nov 2012, bit.ly/1qZ1Rjk/ 

OpenvSwitch (10.80.80.10)

Host (10.80.81.45)

OpenvSwitch (10.80.80.11)

Host (10.80.81.55)

Floodlight (10.80.80.12)

CircuitPusher Required 

Permissions:
• read_topology
• flow_mod_route
• set_flow_priority
• flow_mod_drop



circuitpusher



read_topology

ovs-ofctl dump-flows <dpid> 



flow_mod_route set_flow_priority





Avg. Std. Dev.

Execution Time (μs) without OperationCheckpoint 5.625 2.955

Execution Time (μs) with OperationCheckpoint 372.750 103.191

Latency (μs) 367.125 102.437

OperationCheckpoint introduces limited latency to the Floodlight Controller:









Floodlight Regular Resource Consumption



Memory Exhaustion Attack

Memory Exhaustion Attack killed by Resource Monitor



CPU Exhaustion Attack

CPU Exhaustion Attack killed by Resource Monitor






