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Controller Source Version Release Architecture Objective Security Features

ONOS ON.Lab Avocet 1.0.0 2014 Distributed High-availability,
Scale-out, Performance

Security-mode ONOS 
proposed for v2

OpenDaylight OpenDaylight
Project

Helium (Karaf
0.2.0)

2014 Distributed Enterprise-Grade Performance, 
High Availability

AAA Service, 
Foundation of Security 

Group

ROSEMARY KAIST, 
SRI International

- 2014 Centralized Robust, secure, and 
high-performance NOS

Process Containment, 
Resource Usage 
Monitoring, App 

Permission Structure

Ryu NTT 3.13 2012 Centralized, Multi-
Threaded

High quality controller for 
production environments

Secure control layer 
communication

SE-Floodlight SRI International Beta 2 2013 Centralized Security-enhanced version of 
Floodlight controller

Security enforcement 
kernel (AAA)
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SDN Controller

SDN Switches
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Controller ONOS ODL ROSEMARY Ryu SE-Floodlight

Control Process (Application) Isolation   

(micro-NOS)
 

(Privilege-Based)

Implementation of Policy Conflict Resolution 

(Data-Store)
   

(Algorithm)

Multiple Controller Instances – Resilience 

(Clustering)


(Clustering)
  

Multiple Application Instances – Resilience     

Secure Storage     



Controller ONOS ODL ROSEMARY Ryu SE-Floodlight

Secure Control Layer Communication  

(D-CPI)
 

(D-CPI)


(D-CPI, A-CPI)

GUI/REST API Security  

(weak)
n/a  



Controller ONOS ODL ROSEMARY Ryu SE-Floodlight

IDS/IPS Integration  

(Defense4All)
 

(Snort)


(BotHunter, Sec. Actuator)

Authentication and Authorization     

Resource Monitoring     

Logging/Security Audit Service     





Next Evolution in SDN Controller Design …

Security, Robustness, and Resilience








