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What is an Exploit Chain?

• An exploit chain is a group of exploits that executes 

synchronously, in order to achieve the system 

exploitation.

• Unlike high-risk vulnerabilities that allow system 

exploitation using only one execution step, an exploit 

chain takes advantage of multiple medium and low risk 

vulnerabilities
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Single Vulnerability Being Exploited To 

Achieve Exploitation

Fig (1) Example of traditional exploit with a single vulnerability
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Multiple Vulnerabilities Exploited To 

Achieve Exploitations 

Fig (2) Example of exploit chain with multiple vulnerability
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Example of Exploit Chain

Fig (3) Isolated guest and host 
in virtualized environment

Fig (4) Broken isolation between guest and 
host
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Guest To Host Exploit

Fig (5) Guest to host escape exploit chain Fig (6) Guest to host exploit execution
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Event Logging

• Event logging mechanism allows the identification of the type of computer events happening in Windows 
based systems when an exploit is executed.

• Structure of New Windows Process Creation Event
o SubjectUserSid : Security id of account from where the process is executed

o SubjectUserName : Account name from where the process is executed

o SubjectDomainName : Domain Name

o SubjectLogonId : Logon id of account from where the process is executed

o NewProcessId : Unique hexadecimal new process identifier

o NewProcessName : New process name executed by parent process

o ProcessId : Unique hexadecimal process identifier

o CommandLine : Command which is executed

o TargetUserSid : Security id of account on which process executed

o TargetUserName : User name

o TargetDomainName : Computer name

o TargetLogonId : Login id of account on which process executed

o ParentProcessName : Name of process which executes new process

o MandatoryLabel : Secure object control integrity label assigned to new process
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Process Monitoring

• Process being executed after exploitation

o CMD

o PowerShell

o Regsvr

o Rundll32

..etc
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Algorithm [noun]:

Word used by programmers when they do not want to 

explain what they did.
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Exploit Chain Detector Algorithm
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Working 

Fig (7) Windows event logs generated from a guest to host exploit
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Detected Exploit Chain

Fig (8) Guest-to-host exploit detection
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Experiments
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Experimental Result Comparison

Table (1) Result of Comparative Detection 
Analysis of Developed algorithm and Different 
Software Security Software
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“Questions are guaranteed in life; 

answers aren’t’’


