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About me

A MSc and PhD in engineering i specialized in Telecom (network and
protocol design, network optimisation, network performance and QoS.

A More than 30 years experience from academia i but also 30 years of
experience in collaborating with industry.

A Head of communication technology section at DTU I Technical University

of Denmark T with a staff of about 85 (including PhD student)
A Has been main supervisor for 36 PhD student

A Current focus in research I secure and reliable support of demanding
application

A Strong interest in experimental and applied research.
A Have worked with telemedicin for the last 6 -7 years
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The Internet is not a given thing
taken for granted
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What is a fast Internet
(3 different connections on same laptop)?
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Outline

A What is telemedicine (- probably going to be)? Case  -stories.
i OCPD
I Atrial fibrillation
A Why is security extremely important for telemedicine I do we care when

we are ill and just want to be cured?

A The role of the network in ensuring secure and reliable telemedical
services and current trends in network design and implementation

A Network security and availability
I How to hack the network and hijack data
I Legal aspects of a global network
I How to get illegal access to information in a non -classical way.

A Solutions from a network perspective e.g. 5G and IT perspective e.g.
CONTINUA
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What is telemedicin

A Medical treatment over distance
A Driver is typical cost savings or improved quality of life

A Can be anything from remote analysis of x -ray pictures to hospital -at-
home

A Can be user driven (self  -monitoring of health) of requested by healthcare
system for people in certain risk -groups, people that might get re -
hopitalized, people that can recover faster in own home etc.

A Not the same drivers in public healthcare and insurance -based healthcare

A Personal health is a personal matter I but of strong public interest for
insurance companies, companies selling information (e.g. GOOGLE)

A Al can transform a large amount of apparently irrelevant information into
conclusions and phenotyping that can have strong impact on the future
of a person.

6 Technical University of Denmark
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Telemedicin Is both before and after
hospital treatement

Hospital Network

36/4& Satellite
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: Emergency
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Connected Ambulance as extended Clinic or Hospital
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.. and in between hospital o
(next step for robot surgery) -
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Telemedicin in real -time requires a very
stable and reliable ICT platform

~—  ——  Team-members

‘-‘.._‘___________________,_-’

Robot: Up to 10 Mbps, Information basis * Remote surgeons
System immanent o S'II?('P_SS':_EZE + Team members * Remote Anesthetist
latency currently 180 ms Negotiation and i * EHR {incl. video - On-site surgeons
Human: ] exchar'nge °f i and Images) * On-site Nurses
Maximum latency information W'th Vo + Supply Chain » Radiologist (Digital Images)
tolerance 250 ms team members / objects , S r- n Management * Pathologist (Biopsies)

o u ge 0 * Patient flow - Blood-bank
VN - management * Pharmacy
1o i T - Billing * Intensive Care Unit
I/V ! N * Objects, sensors, CPS
p I
«—— Cooperative maneuver SRR
. . i
and trajectory planning | ;100 Mbps,
, b | 10 msec E2E

Robot Interpretation \L T i
Internal and P - N e mmm e !
e Prediction of situation B

- k Plausibility ) . €-=—=————— + = = = Up to 50 Mbps,

> Networ Check S and of intention Exchange 1 10 msec E2E
25 with other |
‘L T Team members /,
objects 1
A S i <
Cooperative recognition €mmmpmm e 5
> I I
;/ 1 1 I
: Information : S.‘ensorinput f[’om :
| to other team members , different locations |
v i andotherteam ; UPto10 Mbps,
| I -
Up to 100 Mbps, members 10-20 msec E2E
Network Specifications:

+ Reliability: 99.99 % 10 -50 msec E2E om @ @

+ Availability: 99.99x % SEensors

+ Interference 0

+ Indoor penetration 20 — 100 meters e.g. Longitudinal & Lateral tool Accelerations (minimum 5 degrees of freedom), in situ
+ Qutdoor range 1000 meters navigation, pressure, temperature, object tracking, etc., video {HD or pre-processed),

Sensors for proximity measurements (device-to-device), vital parameters (heart rate,
blood pressure, SPO2, CO2, etc.)
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eHealth - eLiving
ATelemedicine i a strategic goal for Denmark and Europe
(with significant investment).

i

I 1/3 less beds in future hospitals I more people being treated
@home.

I Ensure reliable communication and home network
infrastructure.

I Current Internet is NOT good enough for eHealth I dueto

reliability/availability/security

I Ehealth should enabling benefit for both patlents/elderly
people and society. -

10 Technical University of Denmark Source NATIONAL HANDLINGSPLAN FOR UDBREDELSE AF TELEMEDICIN
(ISBN: 9787-9950089-5)



COPD

COPD is a cronical lung dicease that cannot be cured,
but lifequality can be improved from selfmonitoring and
video consultancy with GP or lung clinique

11 Technical University of Denmark
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Atrial Fibrillation

i

Project OFuture patie
collaboration  with:

universities

hospital,

healthcare centers,

user communities

etc

T> T T> To T

A fast -growing decease globally (and no good explanation why)
Usually a disease for elderly I but younger and younger people
gets the diagnosis

Main consequence is stroke and death

Some people can sense it 1 but many not

Not necessarily a permanent condition

. //
m. LPWA
transmission . % ?

The patientos The do

Vi
device computer
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Small brainstorming exercise (10 -15 min)

A Create groups of 4 -5 people and discuss potential telemedical application.
A Discuss potential timeline for the applications.

A Discuss potential advantages and risk in general.

A Discuss issues related to datamanegement and datasecurity.

13 Technical University of Denmark
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Data security aspects (in general)

A Voluntarily or non  -voluntarily generation of data

A Legal aspects of data ownership I user generated or system
requested/recorded.

A Storage solutions applied i where, how, by whom
A Validation of content i and authentication of source
A Data availability 1 to you, your devices and others
A Data availability in real  -time 7 and all the time

A Data structure applied in different scenarios

A Data is highly sensitive and can be misused I cryptography can/might
prevent unauthorized persons (or algorithms) to access data.

A Network attacks can prevent authorized person to access data (at time
needed or at all)

A Data availability is also a data security issues.

A Data location is a security issues as it is changing the possibility and legal
Issues regarding access to data.

14 Technical University of Denmark
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Potential misuse of data

Sweden scrambles to tighten data
security as scandal claims two ministers

Six state agencies being checked after leak of sensitive data potentially including
information on people in witness protection
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Interior minister Anders Ygeman faces the media as he comments on his resignation. Photograph: Ari
Luostarinen/AFP/Getty Images

Sweden’s government has sought urgent assurances on data security from
national agencies including the health, education and pensions services after a

15  Technical Universityc  huge leak of private and sensitive information that has cost two ministers their
jobs.
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Avallabllity is also security
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DANMARK 12 MAJ2019KL. 1019
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Telia-kunder kan ikke komme
igennem til akuttelefonen: Lan
din ven eller nabos telefon

Der har morgenen igennem vaeret problemer med at fa fat i
hovedstadens akuttelefon.

ANMA SOL JORGENSEN
KL 10.31

Der er tekniske problemer med Akuttelefonen 1813 i Region Hovedstaden, der
betyder, at nogle bliver madt af en optaget-tone.
Det oplyser hovedstadens akutberedskab pa Twitter.

- Problemet er nu fundet. Borgere, der har telefonabonnement hos Telia, har
problemer med at komme igennem til 1813. Vi er i kontakt med Telia for at fa @st
problemet hurtigst muligt, lyder beskeden.

Tidligere i dag anbefalede Hovedstadens Akutberedskab, at man forsegte at ringe
igen, hvis man blev medt af en optaget-tone, nar man ringer 1813.

Den anbefaling er nu justeret.

- Lan din ven eller nabos telefon, hvis du har brug for at tale med 1813, skriver
beredskabet pa Twitter.

B racercok @ witer @ koPiERLNK

EMNER: Telia | Leegevagt | Twitter | Region Hovedstaden
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TDC-kunder er ramt af
nedbrud pa mobilnetvark

Endnu ved TDC ikke, hvornar deres mobilnetvaerk vil fungere igen.
Kunder melder om problemer pa Facebook.

Et nedbrud rammer en raekke mobilkunder pd TDC's netvaerk, som sendag
formiddag ikke kan foretage eller modtage opkald.

Det oplyser TDC til Ritzau.

Endnu kender selskabet ikke omfanget, men man har konstateret, at
nogle kunder kan bruge netvarket, og andre kan ikke.

TDC er ved at undersege drsagen og kan endnu ikke melde noget om,
hvorndr netvaerket vil fungere igen.

- Laes ogsa: Det er en ny dag for TDC. En nuuday: TDC far nyt navn
og sikver sig rettigheder til engelsk fodbold

Pa selskaberne YouSee og Telmores Facebook-sider er der sendag
formiddag opdateringer om nedbruddet.

»Vi har i ejeblildket en fejl med vores mobilnetvark, sa man kan opleve
ikke at kunne ringe eller modtage opkalde, skriver YouSee pa Facebook.

Flere hundrede personer har skrevet i kommentarfeltet, og mange melder
om problemer.

Kebenhavns Politi skriver pa Twitter, at der er problemer med at modtage
opkald pa 112 fra flere selskaber.

Problemet er ifolge politiet ved at blive lost.

ritzau



The challange of network coverage

Landsby uden mobildaekning — og sa
kom ministeren pa beseg

AF JOHNNY K. OLESEN - UDGIVET D 8 N
KATEGORI: NYHEDER

DenOffentlige

Navne Blogs OPS Social Sundhed Skole Ledelse

POLITIK VELFARD

LEDELSE INFRASTRUKTUR BAREDYGTIGHED

Den lille landsby Javngyde nzer Ry har elendig
mobildaekning, og nu skal ministeren med egne gjne
se pa sagen.

Den lille landsby Javngyde nzer Ry har i drevis oplevet store problemer med mobildzekningen.
Problememe er s& alvorlige, i den lille landsby, at ambulancer ikke kan kommunikere med
hospitalet i Skejby. Ifizige TV 2 Gstjylliand bliver ambulancer simpelthen nadt til at kare op til en
bakketop for at kunne ringe til hospitalet.

| andre situationer har folk vaeret nedsaget til et bruge fastnettelefoner ved alarmopkald til 112, og
vagtisegerne har en chauffer holdende tre kilometer fra landsbyen for at kunne modtage nadopkald
fra patienter.

Nu er deekningsproblemet sa landet pa ministerens bord. Ministeren for Energi-, Forsynings- og
Klimaminisieriet, Lars Christian Lilleholt (), besegte i mandags selv landsbyen for at se pa
problememe. Det skriver TV 2 @stjylland

= Unik kommunal teleaftale fjerner mobilhul i en lille by

om sundhedsdata

Landsbyen ligger i et hul mellem haje bakker og haje traeer, hvilket betyder, at radiosignaler fra de

nzrliggende mobilmaster har overordentligt svaert ved at nd frem. Ministeren udtrykte forstaelse for Blogindleg | Thomas Birk Kristiansen | 31.07.17 | af Thomas Birk Kristiansen | @ 3
problemerne med mobildazkning, og til TV 2 @stiylland udtalte han:

P . INFRASTRUKTUR 4
— "Mobiltelefonen er sa vigtigt et " e

omdrejningspunkt i vores tilvasrelse. Derfor er o = =
forholdene i Javngyde uacceptable”

Tale-opkaldstest - Resultaterne X,

Tre problematiske omrader: o
e

* Lammestrup, Nordvest ~
* Nyvang, Sydvest >
* Lidemark, Syd

17 DTU Fotonik, Technical University of Denmark

Kultur

Samsk

Pilotprojekt abner ladeport for skandaler

CHANNELWORLD ~ COMON OB & KARRI

FORSIDE FORRETNINGSSOFTWARE  INTERNET  TELE & MOBIL

DIGITALISERING

PC’ER & HARDWARE|

Derfor har danske kommuner elendig data-
sikkerhed: Kompetencerne forsvandt for 10 ar
siden

Danske kommuner bryder igen og igen persondataloven ved ikke at
kontrollere sikkerheden hos deres databehandlere. Og der er en god
grund til, at datasikkerheden halter, mener hojtplaceret
programleder i KL.

anuar 2018 ki 14.16 [ £[w]in]2°]

ADAM ¥
FRIBO
Sikkerhedsjournalist

Det er efterhdnden en kendt sag, at danske kommuner har problemer
med datasikkerheden.

@)

Overvejer du at skifte job?

Seerligt ondt gor det pa et
enkelt punkt - nemlig

Summer University 2009



Mobile network hijacking equipment

18 Technical University of Denmark
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Integrating Health&Care in the future
Intelligent home

A Our future home will be connected to an extend that is hard to
understand (and accept !?)

A Telemedical application is one of many new things to be integrated into
the future connected home and living environment.

A Other applications relates to for example climate control (temperature,
humidity, dust, chemicals etc.)

A Many parameters can/will be recorded for cognitive control of the home
(and can be store and used for research purposed in order to understand
impact and relevance).

19 Technical University of Denmark
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eHealth a part of a larger transformation of
the Internet?

Alnternet of Things i new services on the existing
infrastruture or a new infrastructure as well?

AloT 7 challange: volume or type of application?

20 Technical University of Denmark
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From many networks to a few networks
I and maybe just one.
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loT is many different things

Five-Year NB-loT Connectivity Revenue Forecast / MUSD

300 276
250 275 ( Overall Revenues: 297 233
1.67 bn USD
200 180 175
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150 - /\
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50 —
0 ) I 1 \ 1 1 I 1 1
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& |
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Improved Improved value Improved process Improved human
reach — consumer lifestyle efficiency efficiency ( )

the internet of things

Networked industries

ﬁ,%—d

Networked everything
: Networked socie
; ty

50-bitlioniunits
(m22G25)

23 I ecnnical university or benmark
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HOW DO WE GET
ALL THESE DEVICES
CONNECTED?

i

AES Secured Pavload

clean NE LTE-M LTE-M EC-GSM 5G
SIGFOX LoRa slate Rel. 13  Rel.12/13  Rel. 13 (targets)
=Y =)
— = 1 SG
SE08 LoRa T lte lte Esm
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A specific example I power meters

A Powermeter for automated reading of use and enabling differentiated
pricing
I 3.3 Million meters in Denmark I 42 billion readings per year
(when fully implemented)
i To compare
A 8 billion SMS per year
A 1.1 billion Dankort transactions per year

METERUS
O i mmoge] 2

1
UL
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The CERN experiment I aclassic example of a
Time Sensitive Network (TSN) based on
oclassical o technol ogy (Et hel

Q Detector characteristics
Muon Detectors Electromagnetic Calorimeters = Width: ~ 44m
\ =
«

Diameter: 22m

\ Weight: 7000t
Solenoid \\ CERN AC - ATLAS V1997
\\ Forward Calorimeters
\\ End Cap Toroid
| = & =, . ‘\ \‘\ e
ES3 ) () &
P I o

i Inner Detector . - ieldi
Barrel Torold Hadronic Calorimeters Hieldicg

Massive amount of data from many sensors that needs be time correlated

loT is often more about latency and jitter than capacity

26 Technical University of Denmark



The conneted car (and other transport tools)

Several Thyte data per trip generated
from sensors and engine control

In 2017 more SIM -cards
were installed in cars

than in smartphones 60 -80 GBytes data per race i send

in realtime to team researchers
(in this case Williams in Oxford)

2 Technical University of Denmark
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Network architecture evolution

DTU Fotonik, Technical University of Denmark

Summer University 2009

=



=
—
=

The Internet
ofrom the outsideo

i
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The Internet
ofrom the | nsi

Ma

Q.
q))
@)

Core Network

a.k.a. backbone

Distribution
Network

a.k.a. metro,
aggregation, backhaul

Access

: Remate Antenna N etw o

[l

building
Networ]
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Network and services becoming more DTy
Integrated

31 Technical University of Denmark



Future Internet e
-finew applications and easTer

SCM Service
Provider

SCMW Gateway
Application

manages the SWW
configuration of

discowvers and
accesses knowledge
from

identity
federation

tl’UStSl

User-Centric Services ¥

; ™ : _
( F;ttnbut Iden_t ity _ Environment
' Providers trust Provider trust Device
: E— 7 -
identity identity
federation federation

trust| | identity
eration

P { gﬁ;rem }e

publish SW specifications

obtain and install

Providers
software from
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Data flow and service structure

=D
0
>
Application Virtual Storage IP-NGM
Software Machine V3witch & SAN Compute Access Aggregation Core Peering Backbone

=xl L
Subscriber "A"
Application 1

Subscriber "B
Applization 1

o0 1]
Subseriber “A
Application 2

=

Subseriber "B
Application 2

4G FG
— 1G Ethernet

rF
=5y = S-F i
oy Bl - - - - - — L=
Gious . o £

vSwitch to HW
——— App to HW / VM
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Where do we move the data ithe oCIl o uﬂ(‘)

Global
public

Internet
(Network,
computing
, stqrage)

public
Internet

34 Technical University of Denmark



Secure and reliable use of data in realtime
applications

A Data plays an important role in many new applications I
intelligent support in transport system (cars, trains, aircrafts)

A Data security is strongly linked to data availability I unavilability
of data is often bigger risk than data leaks in for example
healthcare.

A Latency is becomming a bigger and bigger problem for ICT
applications 1 location and mirroring of data is essention in
realtime use.

AloT driven ICT systems

35 Technical University of Denmark
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Cloud Ta technol ogy not

36

Cloud Services Consumer

Service Delivery and Management Architecture

Service Orchestration Architecture

Security Architecture

Network Storage

Technology Architecture
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Stratified future internet

External
Servers

Cache Locator

& Optimization Network Topology

& Traffic
Optimization

Information
Overlay

m==——===""—_— Caching | Process

/-/——\ Caching ' Delivery Discovery

Caching Erocess Dsireeny
Delivery Discovery Content/Service . )
' — Distributed Overlay Caching |
7 Caching ‘ Delivery
| Delivery| G em——

@ Service/Network
Infrastructure

Content

Server 1 Content/Service
Prosumer C

Prosumer A

Content/Service
Prosumer B

37 Technical University of Denmark Source : FMIA  -TT_Reference Model_Verl 0 20110301
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Startified Future Internet architecture

ContentAware
«——— Network Layers
/

Content/Service

Content
Prosumer A

Server 1

&

Content/Service

Prosumer C Content/Service

Prosumer B
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5G slicing T stratification in the next generation
access network (breaking net neutrality?)

+
((( )) WiNAX @25f36!46/56 Satellite xDSL/Cable W Access node ) a Edge ‘m' Core
accass access access access ' Transport/Aggregation node E ou 1 ou

ol
ﬁ Core node
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Conclusion

A Current internet is primarily an entertainment platform I suited for some
gadgets, but not critical 10T applications.

A 10T and eHealth will require much higher availability and security to
become useful for critical applications in e.g. healthcare and other similar
areas.

A 10T and eHealth is not so much about high bandwidth/capacity as now
the quality of the Internet of Things will have to be measured differently
than today.

A Services and infrastructure needs to more tightly integrated.

A Network elements will become service elements (e.g. basestations and
accesspoint will also become a part of data and processing services)

A Trusted service management a must!!

A Generic platforms (open?) are essential I possible?
5G slicing approach promise solution, but needs validation. Significant
investment needed!! (estimated 1200 Billion DKr/year investment in R&D
worldwide for the coming years to reach goal)

40 Technical University of Denmark
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Datahijacking in the core of the internet

i

A Rules and regulations are different from country to country

A Currently strong focus on location of stored data (e.g. GDPR regulation in
EVU)

A However, very little focus (or knowledge) on how data is reaching the
datacenter/storage location.

A Source and destination might be in same country or regulated region, but
the data path might go through other parts of the world.

A The Internet was based on trust i and has basically not really been
upgraded since.

ALet 6s have a | ook at the routiintgeBBP ocedur
protocol.

42 Technical University of Denmark
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5G as a solution for next generation telecom

A 1st phase telecom: We connect buildings

A 2nd phase telecom: We connect people

A 3rd phase telecom: We connect things

44 Technical University of Denmark

=
—
=

i



45

Technical University of Denmark

=
—
f—

i




5G slicing

Traditional network design mode cannot meet the requirements of diverse and isolated 5G scenarios
5G network slicing technology is an innovative technology in the 5G era. Based on a common infrastructure, it flexibly

provides low-cost, differentiated, customized, and isolated end-to-end networking capabilities to meet the vertical industry's
differentiation and customization requirements.

mMTC

No mobility, small data : 100kbps
Low throughput, terminal life:10years
High density:

100 million connections/km?2

eMBE

High throughput : 100Mbps~1Gbps
Supporting high mobility

uRLLC

Latency : 5ms™~20ms
High reliability
Supporting Edge computing

46
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Diverse
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Differentiated
performance
and functional
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:O' Flow1l
- Traffic

SGW PGW Flow2

Evolution from traditiona
one-fit-all to customized
and on-demand
networking

e e

I

f Slice?

4G

one-fit-all :
Using APN/QoS parameters for
different traffic flows, and the weak
isolation between traffic flows
One-fit-all network, Complex
functicnal design
Inflexible feature extensions

5G Network Slicing : Logical isolation/dedicated
(diverse, differentiated scenarios)
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Standardisation is not that simple.

=
o
T
ﬁ Relationship between 3GPP and other SDOs
N vebaping - ~ mm:;_.

ITU-R/T J R for ringy To spue o ?w‘:

D copling Mobide
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¢IEEE | © <
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Source: 3GPP
6
Innovation, Compassion Effectiveness @ 20186 Institute for Information Industry
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Standardisation is not that simple.

5G Prototyping, Research and Trials m

Cretio | s | etz [ et | |
3GPP
Circasvorced B co —

IMT New spectum, Vision ’ Requirement

»m ITU

l'wnc-lsng Time

WRC-12

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

5G

48 Technical University of Denmark
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Radio Frequence allocation

49

Detailed Timeline & Process For IMT-2020 in ITU-R

2014 2015 2016 2017 2018 2019 2020
WRC-15 WRC-18
& &

#18 #19 #20) 821 #22

4 #250| w206 #2327 #28| &30

88888 ege¢lesgeeeegess

{a) - five day meeting, [b) - focus meeting on Evaluwation (Technology)
MNote: While not expected to change, details may be adjusted if warranted.,

Additional details associated with Figure 1 above including a table of the anticipated IMT-2020
related deliverables. -'@F-

ITU-R Waorking Party 5D Planned Meeting Schedule for Years 2016-2020 -’@F-
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Getting more capacity in the mobile network

50

#1 New spectrum

90 GHz .
3 mm

30 GHz
1cm

10 GHz

3 GHz
10 cm

300 MHz
im -

#2 Beamforming #4 Multi-connectivity
e =
) \ “.\"v A
N
#3 Slicing and flexibility #5 Edge computing

1+« Lean carrier

* Flexible size,
control, TDD,
bandwidth etc.

Technical University of Denmark
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Beamforming
needed.

it
base stations

Current
(4G)
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I only send signal where

N Ma;slv e APAA for
(Se(\;/; 5™-generation

base stations
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Ultra -Reliable Low -Latency Communication
(URLLC)

i

Process
Automation

Remote ;
Control : e.g. smart grid
. Automated i
--~ Guided Vehicle ! :
- RAN latency & End-to-end latency

10 reliability

ms

E2E Smart Grid *
Latency

3GPP/ITU target on RAN latency and reliability.

Tactile Internet*

Factory Automation

10° Failure rate (&)

URLLC (Ultra -reliable low latency communication): Services for
latency sensitive devices for applications like factory automation,

autonomous driving, and remote surgery. These applications require sub -
millisecond latency with error rates that are lower than 1 packet loss in

101 paclKE-R81.2410.0 ].
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The 5G URLLC

—  Focus on the 99.99..9 percentile
S / .
[V mMTC eMBB eMBB
=)
O A
100-¢ _2
95'{’l i Frequency
: Control region data
50 | e
i ©" Codeblock Codeblock  Codeblock Codeb[ock... Cod:l;lock URLLC
i )
|
! >
Guaranteed latency [ms] -
block ™l
L symbol . eMBB only Overlay of URLLC ® /
Low latency achieved by sending only 10 -100 at a time.

Reliability achieved no  -grant communication and diversity
Combining Ultra reliability and low latency ?
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Heathcare need to be ultra reliable

54

Robot:

System immanent
latency currently 180 ms
Human:

Maximum latency

Up to 10 Mbps,
5-10 msec E2E
Negotiation and <--=
exchange of
information with

/—"_._._'___‘_‘_-‘-"‘\

Information basis

*+ Team members

* EHR (incl. video
and Images)

+ Supply Chain

=
=

i

Team-members

* Remote surgeons

* Remote Anesthetist

= On-site surgeons

* On-site Nurses

* Radiologist (Digital Images)

1
1
L |
[ |
tolerance 250 ms team members / objects | | S Management » Pathologist (Biopsies)
: : u rge 0 n = Patient flow + Blood-bank
7 A v management 0 Pharm_acv _
v i T « Billing * Intensive Care Unit
pr * Objects, sensors, CPS
< Cooperative maneuver o _: :
. . 1
. and trajectory planning ! ;100 Mbps,
] : 10 msec E2E
Robot Interpretation \L T i
Internal and P - N e mmm e !
e Prediction of situation B
=% Network Plausibility and of intention € " Excharme 1~ >Uptos0 Mbps,
xchange
Check > with otﬁer ! 10 msec E2E
‘L T Team members /,
objects 1
le—— e mm————— .
Cooperative recognition € mpmmm e .
3 1 ]
N e 1 1 |
! Information : Sensor input from :
1 : .
to other team members , different locations |
\:r i andotherteam , Upto 10 Mbps,
| i

Network Specifications:

* Reliability: 99.99x %

+ Availability: 99.99x %

+ Interference 0

+ Indoor penetration 20 — 100 meters
+ Qutdoor range 1000 meters

Technical University of Denmark

Up to 100 Mbps,
10 -50 msec E2E

members

10-20 msec E2E

e.g. Longitudinal & Lateral tool Accelerations (minimum 5 degrees of freedom), in situ
navigation, pressure, temperature, object tracking, etc., video {HD or pre-processed),
Sensors for proximity measurements (device-to-device), vital parameters (heart rate,
blood pressure, SPO2, CO2, etc.)
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Reliable high capacity and high

performance networks
AMaintaining growing capacity in segments (at stable cost).
AEnabling cross layer and cross domain administration.
Almproving resilience (end  -to-end).
ADefining new network architectures and new node designs.

Alntegrating new areas into common infrastructure.
i rather than making new
dedicated solutions.

AEnsure high flexibility e.g.
based on virtualization.

AMaintain holistic view.
(combining generic theory and principles
for communication networks.
i and apply these to many different (all?)

kinds of existing and future networks)

i

55 Technical University of Denmark Source: EU FP7 GEYSERS project



5G slicing T a possible approach for a generic
solution (cost efficient ??)
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Software Defined Networks (SDN) and Network Function
Virtualization (NFV) introduces massive processing and
storage functions inside the future ICT infrastructure

i

Centralized Baseband
Processing

=

. Access node . Cloud node (edge & cantral) . Networking node . . . Pan of skce

Networks and IT systems gets more and more integrated !!

57 Technical University of Denmark
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SDN 1 Software Defined Networks

>—=
>
A Not a standard 1 but a concept (creates many interpertations including
this J )
AoDefinedo indicates flexibiliteti butthe dyna
concept is equally about functional distribution and supplier
independance).
A Possibilities for fast deployment of services I but also delayed deployent
in case of lack of costumers
A Use of resources as a cloud - NFV
A Based on a very centralised control structure I atleast Iogically
St | L) | |5 | sorvice ManagementlLayer o "
Proven concept from e.g. TMN, i_ m (o ) memm ) wme
ITU M.3000 with Q3 og X interface - g g’ "°‘"'°'*”°1°°°"'°'i“'°’T ' | @
= “w:n.,%’é’.‘.;?:.';.‘,i:;::ﬂm Element Managen:v:::ayer ca e
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Fundamental demand
I separation of HW og SW

AHW and (primary) SW must communicate Vvia
i for exampel OpenFlow or NetConf (a.k.a. separation of control plane
and dataplane)

A The SW component must be able to work on a separate (general
purpose) platform and will be able to control more HW components at

i

the same time 1 basic NFV.
‘ Traditional Network Architecture SDN Architecture
6. Automation Automation and Orchestration
Distributed Control Plane Centralized Control Plane

4. Northbound API N \
\

/ <\ O
I . . 5. Services \'\Cb\\ \'\‘3’\\ 7 #
O O © ¢
¥ >,
\\\ \ ‘\\
., \ b

3. Controllers A%

sy \ P

>,
>
S : S

’ N e N
P H -4
- H
“"’l ] .
2. Southbound API M OpenFlow :
\\ ’/ :
\\‘ /” S

~

1. Network Devices é

Physical Switches ° Virtual Switches

- - Data Plane
- - Control|Plane
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Flow based forwarding

Router

60

Switch

TCP/IP stack

| 2N
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OF-based forwarding

Forwarding
device

Flow

-

Traditional Forwarding Device:

switches,

Technical University of Denmark

router s,

SDN-based Forwarding Device



One concept T many solutions

;:s DAYLIGHT

Data Plane Elements.
OpenFlow Enabled Additional Virtual & =
(Virtual Switches,

Physical Devices Physical Davics.
r—z Interfaces)
>C OC XX

VTN: Virual Tenant Network
DOVE. Distributed Overlay Virtual Ethemet
DCoS: Distibuted Deniai Of Service
LISF: Locator]dentifier Separation Profocal
©OVSDB: Open vSwitch DataBase Profocel
BGP: Border Gatewsy Protocol

CEP.Path

SNIP: Simple Nefwork anagement Protocal

well-defined API

Ryu SDN framework

OpenFlow
switch

OpenFlow
protocol

61 Technical University of Denmark

OMNOS Distributed Architecture

CHdribired
jeFibrrercs, soale-ot, sy, o
— _—
el ) 0 A

App J App J App J App J App J

Virtual Circuit 1 ]
Switch Pusher Mare Flocdlight#pplications

Northbound AP

Floodlight

OpenFlow Controller

ndigo Data Plane Interface

ala f J|'=:‘f‘: ler
—'II \ 1
Hypervisor ! i E ]
! ":' "t

OpenfFlow OpenFlow
Hypervisor Physical
Switches Switches
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SDN -based net. virtualization: One big sw.

HE

V A service provider offers infrastructure to multiple customers/tenants

V ldeally, each tenant sees one big virtual switch connecting his devices

T V Express network services as policies in the
SDN app:

Work
Sation

U Host A not allowed to reach Host B

U Ex: 100 Mbps for Web traffic to/from

DN controller inserts flow
entries as needed

Server X

\%/ V The SDN controller enforces the policies by

\qa/ ST
"E\‘w\// pushing flow entries in the switches
SE>
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Many possible applications
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Virtual Nety
A

Physical Network Infrastructure

Network slicing

Technical University of Denmark
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Tenant-A

Tenant-B

Tenant-C

Virtuelle operatarer



Network Functions Virtualization (NFV)

\/ Solution: execute all functions/

pupose 0

64

Today — separate network
appliances for each function

har dwar e,

—

=

servises (Ainet work functior

I n a

Router

<——-cgm

Firewall

Load Balancer

Distribution switch

~3JLo3cao=
[

Web Server

Web Server

Technical University of Denmark

Power usage = 40A

virtual architect

Tomorrow- NFV:Each function
virtualized

‘ Router ‘

| Firewall |

‘ Load balancer ‘

| Web | | Web |
| Web | | Web |

o —To —0 0w

Multiple blade servers or large
hypervisors

Power usage = 20A

Source: http://wikibon.org/wiki/v/INetwork Function Virtualization_or NFV_Explained

L


http://wikibon.org/wiki/v/Network_Function_Virtualization_or_NFV_Explained

NFV 1 13G og LTE mobil Radio Access:
CloudRAN

Images Source: A. Checko et alt.:  Cloud RAN for Mobile Networks, a technology overview. IEEE
Communications, surveys and tutorials. DOI: 10.1109/COMST.2014.2355255
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