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INTRODUCTION



https://youtu.be/cQ54GDmleL0



Fake Faces

* Rapid advancements

— Pinscreen (2016), Face2face (2016), WaveNet
(2016), Synthesizing obama (2017), DeepFake
(2017), Vid2vid (2018), HeadOn (2018), Deep
video portraits (2018), ...

« Entering age of Video-realism

— Automatic, Cheap or Free, Publicly
Avallable

« Vulnerability
— Unreliable sources and echo chambers

https://github.com/deepfakes/faceswap




Automatic Detection

Context-base

— Source
— Network
— Metadata

Content-base

— Linguistic

— Audiovisual

»»» In Video Veritas
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Existing Approaches

 CNN- and RNN-based detectors for:
— Face Swap [1]
— Face2Face [2,3]
— DeepFake [4,5]
« Challenges
— Lack of diverse large datasets

— Incidental Manipulations (Compression, Overlay, etc)
— Generalizability



Research Questions

* Are existing fakes believable? (Done)

« Can we detect them with video-based methods? (In
progress)

« Can we detect them with speech-based methods?
« Can we combine modalities?
« Can we detect using cross-modality methods?



RESEARCH PROGRESS



Taxonomy ® ‘

« Defining categories of fake faces
* Providing grounds for collection of datasets

@ Camera '—» Publ1sher Display ]—~

[ Artificial, Human ] @ Tampering, Synthemgj
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Taxonomy o

Visual Auditory Animation
Physical Artificial Anf_‘lroicls - Screqns Biomechan'ical - Loudspeaker | - '
Human Twins - Prosthetic makeup | Impersonation Impersonation
Digital Record-based | Image-based (Tampering) | Unit-selection (Tampering) Cloning
Model-based | CG (Synthesis) SSS (Synthesis) Autonomous

« Combination e (Obfuscation



Subjective Tests

« Assess vulnerability of humans

« Assess effectiveness of fakes
 Effects of training

« Effects of having a biometric reference
« Effects of knowing of the individual

« Common clues
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Subjective Tests

« Two types of effective fakes identified
 Head and face are the most used clues
« Training results in less mistakes o —————

806

« Biometric Reference and o
Knowing of the target lowers o
uncertainty .l

* QOlder people make more ol

mistakes and are less uncertain
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Efficacy @ '

 Evaluation of 6 detectors

— 1 Texture-based
— 5 Deep Learning (Transfer Learning)

« Applying the state-of-the-art to data collected in the wild

e camoree VRIS R TSR

— 3 Different Categories |

— Available for download at -.-.m
| 1y ] =

http://ali.khodabakhsh.org/ffw/ ut‘
>



http://ali.khodabakhsh.org/ffw/

Efficacy

« Known Fakes

« Unknown Fakes

APCER BPCER EER APCER BPCER EER
LBP 3.80% £ 0.99% | 2.87% £ 0.86% | 3.33% LBP 89.00% + 1.62% | 2.87% = 0.86% | 48.73%
AlexNet | 7.80% + 1.38% | 1.73% £ 0.67% | 3.73% AlexNet | 91.47% = 1.44% | 1.73% £ 0.67% | 32.13%
VGGI19 | 2.47% £ 0.80% | 0.47% £ 0.35% | 1.40% VGGI9 | 90.73% £ 1.50% | 0.47% £ 0.35% | 29.40%
ResNet | 2.27% £ 0.77% | 0.47% + 0.35% | 1.40% ResNet | 89.53% + 1.58% | 0.47% =+ 0.35% | 30.33%
Xeception | 2.47% +0.80% | 0.13% £0.19% | 1.07% Xception | 93.20% = 1.30% | 0.13% £ 0.19% | 26.87%
Inception | 0.67% + 0.42% | 0.47% £ 0.35% | 0.53% Inception | 91.93% £ 1.41% | 0.47% = 0.35% | 27.47%




Generalizability O
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IN PROGRESS AND FUTURE
WORK



In Progress

« Generalizability

— A balanced dataset of 6 categories

» Deepfake, Morph-cut, CGlI, Lookalike and Prosthetic makeup,
FaceSwap, + Face2face

— Cross category evaluation
— Comparison with subjective performance
— Anew loss function

« Encyclopedia of fake faces and voices
— Reference for all known types of fakes + datasets
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Future Work

 Incorporating temporal data

* Repeat for speech
« Encoding Decoding theory of Communication
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Extended Subjective Test O

[m] g+ [u]

[=] 22

http://test.khodabakhsh.orqg

 Browser-based:

— Simulates real-life
encounter

— Takes ~40 minutes

* Includes:
— Feedback and training



http://test.khodabakhsh.org/

Thank you for your attention.
Questions? Comments? Suggestions?

All Khodabakhsh (ali.Khodabakhsh@ntnu.no)

Test: http://test.khodabakhsh.org/
Dataset: http://www.khodabakhsh.org/ffw
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