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Lockheed Martin, the Cyber Kill Chain® 

You are here

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



Mandiant Attack Lifecycle 

You are here

http://www.iacpcybercenter.org/resource-center/what-is-cyber-crime/cyber-attack-lifecycle/



SANS Industrial Control System Cyber Kill Chain 
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You are here

https://www.sans.org/reading-room/whitepapers/ICS/paper/36297





Industry means big business
Big business == $$$$$$$

Why to attack ICS



Alan Paller of SANS (2008):

In the past two years, hackers have in fact successfully penetrated and extorted 
multiple utility companies that use SCADA systems.

Hundreds of millions of dollars have been extorted, and possibly more. It's 
difficult to know, because they pay to keep it a secret. This kind of extortion is 
the biggest untold story of the cybercrime industry.

Why to attack ICS

Industry means big business
Big business == $$$$$$$



Attack scenario: Persistent economic damage







Vinyl Acetate Monomer plant (model)



From LinkedIn

More plants offers:
http://www.usedplants.com/

Plants for sale



It is all about MONEY

Plants are ouch! how expensive 
-> hence, researching on model

Why models?









Ukraine, 2016 

21

ht
tp

s:
//w

3.
si

em
en

s.
co

m
/s

m
ar

tg
rid

/g
lo

ba
l/e

n/
pr

od
uc

ts
-s

ys
te

m
s-

so
lu

tio
ns

/p
ro

te
ct

io
n/

di
st

an
ce

-p
ro

te
ct

io
n/

pa
ge

s/
7s

a6
3.

as
px

Targeted 
by malware





Attackers C2



Infrastructure recon



Staging targets
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https://www.us-cert.gov/ncas/alerts/TA18-074A

https://www.ncsc.gov.uk/news/hostile-state-actors-compromising-
uk-organisations-focus-engineering-and-industrial-control











What and how the 
process is producing

How it is build 
and wired

How it is 
controlled

Espionage, reconnaissance
Target plant and third parties

Operating & 
safety constraints

Process discovery/comprehension



Process Discovery



Stripping columnStripper is...

Know the equipment



RefinementReaction
Final 

product

Requires input of subject matter experts

Max economic damage?



Piping and instrumentation diagram

Ladder logicProgrammable Logic Controller

Pump in the plant

Understanding points and control logic



Piping and instrumentation diagram

Ladder logicProgrammable Logic Controller

Pump in the plant

Understanding points and control logic

HAVEX: Using OPC, the malware 
component gathers any details 
about connected devices and 
sends them back to the C&C. 
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Understanding control infrastructure

Control 
loop



Control loop configuration



fixed

HAc flows into two sections. Not good :( 

Watch the flows!
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Understanding process responce



Understanding process responce
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Vaporizer Pressure

Caused by a negative real 
controller poles

Makes process unstable & 
uncontrollable

Amount of chemical 
entering the reactor

Ringing impact 
ratio 1: 150

Control loop ringing
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Control stage execution needs assistance with 
specialized tools (none available so far!)

I am 163 cm 
tall

Outcome of the control stage



Sensitivity Magnitude of 
manipulation

Recovery time

High XMV {1;5;7} XMV {4;7}

Medium XMV {2;4;6} XMV {5}

Low XMV{3} XMV {1;2;3;6}

Reliably useful controls

Outcome of the control stage



















Vinyl acetate 
production
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After two weeks of research and 
calculations, I finally got the numbers 

(YES!!)

Bingo! Engineering answer obtained
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 Normal reaction
Under attack

Product per day: 96.000$

Product loss per day: 11.469,70$

Product loss













1. Pick several ways that the temperature can 
be increased

2. Wait for the scheduled instruments calibration
3. Perform the first attack

4. Wait for the maintenance guy being 
yelled at and recalibration to be repeated

5. Play next attack
6. Go to 4

Creating forensic footprint
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Creating forensics footprint

Four different attacks

Creating forensic footprint





Security is not a fundamental science
It is application driven

Security solutions exist in the context of the 
application

Conclusions







WHAT 
HAPPENS 
HERE?

SANS: ICS cyber-kill chain



Designing cyber-physical payload

73

Evil 
Motivation

Cyber-physical 
Payload

https://bloximages.newyork1.vip.townnews.com/hannapub.com/content/tncms/assets/v
3/editorial/e/00/e00b6032-b883-11e9-863f-3f8704327902/5d49dabf0e770.image.jpg





Knoweldge involved into exploit development
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