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IT vs. OT: Comparing 

Process Control Room and

SOC Operations



Industry 4.0 Horror: IT-OT Conversion
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Frequent request from OT operators

Could you please design an infrastructure in such 

secure way that no monitoring would be necessary 

(e.g., network monitoring, log collection & review)



Argument back: 24/7 process monitoring



Argument back: 24/7 process monitoring



Layers of safety protections



Layers of security protections

https://commons.wikimedia.org/wiki/File:Video_tape_archive_(6498650083).jpg



Agenda

SOC vs. Control Room

IT vs. OT: Alarm tuning

Corporate SOC  vs. OT SOC
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IT/OT convergence: SOC analyst and Control 
Room operator

IT / Analyst OT / Operator



The only common discussion point?

Every day at work



SOC vs. Control Room Operations
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SOC analyst and Control Room operator

ÅMonitoring of IT infrastructure

ÅReacts to Alerts
ÅProtects from threats

(mostly human factor)

ÅResponsible for security

ÅConfidentiality

ÅIntegrity 

ÅAvailability

ÅFrequently outsourced

ÅRoom for creativity in processes

ÅMonitoring of physical processes*

ÅReacts to Alarms
ÅProtects from hazards

(mostly natural causes factor)

ÅResponsible for safety

ÅUptime

ÅMax of economic profit

Å(Safety and pollution)

ÅMostly in-house

ÅVery standardized processes
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*In some cases: Monitoring of supporting 
infrastructure

Physical process Supporting infrastructure
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Alert vs. Alarm

üAn Alert is a signal that 

draws attention to 

something. An alert state 

refers to a longer period of 

time during which increased 

attention remains in effect 

üAn Alarm is a short warning that 

draws immediate attention to a 

danger. It usually does not refer to 

a longer period of time
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Safety Protection Layers: ĂFinancial Alarmsñ



Maximization of economic profit

https://www.slideserve.com/Antony/the-birth-of-asm
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Commonality: Novel Challenges

ÅTypical monitoring object

Security controls/infrastructure

ÅUnforeseen events which 

invalidate security 

assumptions

Unexpected interdependencies 

due to infrastructure complexity 

ÅTypical monitoring object

Physical process

ÅUnforeseen events which 

invalidate safety assumptions 

Unexpected process upsets due to 

human-in-the-system



https://i2.wp.com/staging.gbhackers.com/wp-content/uploads/2017/01/BvJniTg-2.png?resize=1068%2C727&ssl=1

Security Operations Center (SOC)



SOC: Typical components
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SOC: Sources of events

üSecurity infrastructure (endpoint security, IDPS, DLP, VPN, FW, honeypots, etc.)

üNetwork infrastructure (routers, switches, AP, DBs (SQL/Oracle, LDAP, Radius))

üClient endpoints (security and windows events, application logs) 

üWeb and email servers

üServers  (OS and application logs)

üVirtualization infrastructure

üUsage of user / service accounts

üNon-log information (asset inventory, vulnerability reports, network maps, configs)

üEtc.



SOC: Typical components
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Detection rules: Pyramid of pain

https://www.oreilly.com/library/view/intelligence-driven-incident-response/9781491935187/ch04.html



Indicators of compromise

https://threatpost.com/misunderstanding-indicators-of-compromise/117560/
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SOC: Typical components
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Correlation engine: Qradar (IBM)



SOC: Typical components
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SOC: ñTiers of Ticket Responseò 

Distribution of responsibilities between tiers may vary: 

üTier 1 ïAlert analyst (frequently outsourced)

üTier 2 ïIncident Responder (sometimes outsourced)

üTier 3 ïSubject Matter Expert/ Hunter

ÅSOC Engineer

ÅIncident responder

ÅReverse engineer

ÅThreat intelligence analyst

Responce times for each tier are defined by SLAs



https://eng.heroya-industripark.no/var/site/storage/images/media/images/statoil2/statoil-kontrollrom/67513-1-nor-NO/statoil-kontrollrom_size-medium.jpg

Control Room in an industrial plant



Control room: Typical components
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OT: Sources of data

üProcess data

Å Process measurements

Å Pre-alarm, low (LL) / high (HH) limits

Å Rate of change

üEquipment status, diagnostics

üSafety systems

üAlarms from packaged units

üF&G systems

üVideo surveillance feed

http://blog.canarylabs.com/2016/06/27/a-guide-to-the-best-data-historian-software-a-review-of-the-canary-historian-versus-

rockwell-factorytalk-and-osisoft-pi



Control room: Events Sources

Events Sources

ANSI/ISA-18.2-2016 Management of Alarm Systems for the Process Industries



Visualization: Human Machine Interface (HMI)

https://1.bp.blogspot.com/-4f6UFLToOpI/Ti3jII9fLzI/AAAAAAAAAYY/oQXHuuAr2c8/s1600/wincc-flexible-runtime-screen-02-1024.jpg



HMI alarms

white-paper-alarm-management-deltav-en-57058.pdf



SOC vs. Control Room: Alarm Tuning
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Definition of ñexpensiveò differs in IT and OT



Definition of ñurgencyò differs in IT and OT



Definition of ñurgencyò differs in IT and OT

On average, companies take about 

197 days to identify and 69 days to 

contain a breach according to IBM.
https://www.ibm.com/downloads/cas/AEJYBPWA



Definition of ñurgencyò differs in IT and OT

At 1:23 pm reactor cooling

problem identified. At 1:33 pm the 

reactor burst and its contents exploded, 

killing 4 and injuring 38 people
https://www.csb.gov/t2-laboratories-inc-reactive-chemical-explosion/



IT alert prioritization: Criticality of security control
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IT alert prioritization: Attacker progression



IT alert prioritization: Asset criticality

Customer 

serving servers

Critical 

application

servers / DBs



SOC: Alarm tuning

üThreat driven: Outbound traffic to known C2 server

üPolicy driven: Usage of domain admin account

üAnomaly centric: High volume scanning from a single workstation

Mostly heuristic alarm threshold tuning 

üGoal is to minimize false positives and noise 

üAlerting on known IoC or obvious threats such as usage of privileged 

accounts

üSetting up a threshold for AV alerts or brute force activities

üAlerting based on behavioral patterns



OT: Alarm management guidlines

Source: Internet



OT: Target alarm rate



OT: Alarm prioritization



Parameters involved in establishing alarm setting

Operating envelope



Advanced process control

https://blog.yokogawa.com/blog/what-is-apc

https://www.mec-value.com/english/solution/system/advanced.html



Alarm response time

https://www.controlglobal.com/assets/00_images/2015/08/CG1508-AlarmsFeat2-Fig2-2.jpg



Enterprise SOC or OT SOC?
(or a little bit of both?)

h
tt

p
s
:/

/h
a

b
r.

c
o

m
/r

u
/c

o
m

p
a

n
y
/c

ro
c
/b

lo
g

/3
5

3
3

2
4

/


