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Motivation

1 Weaknesses!in!password-based!
authenticationlincrease

1 Large-scale!password!database!leaks
1 Credential!Stuffing

+Intelligent!password!guessing™
1 Phishing
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Motivation

i 2FAlislunpopular

1 <10%!oflall!Googlelaccounts!used!2FAlin!
January!2018*

*Milka,!G.:!Anatomy of Account!Takeover.!In:!Enigma!2018.!USENIX!(Jan!2018)
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Motivation

1 2FAlislunpopular

1 <10%!oflall!'Googlelaccounts!used!2FAlin!
January!2018*

" " Using!Risk-based!Authentication
tolincreaselaccount!security
with!minimallimpact!on!userlinteraction
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IPladdress
Userlagent
Username \ )
Password Y
— ﬁ
Risk estimation
\
[ |
Risk:  Low Medium High
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|P:IH-BRS,!DE
Chrome
Windows!10

Username Y

Password
—
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|P:'H-BRS,!DE
Chrome
Windows!10 ,,sameldevice as
always*
Username Y
Password
— M

Risk estimation

Low!risk

l
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IP:10slo,INO

Chrome

\Android!&l }
Username Y

Password
—
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IP:10slo,INO
Chrome ., 1here’s
Android!8.1 something
\ / different'here*
Usernam
Password Y
— ﬁ
Additional! Risk estimation
Authentication eIk
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Password Y
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Additional! Risk estimation
Authentication eIk

Proof!for additional!

authentication
—
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Risk-based!Authentication

i Recommended!by!NIST!digitallidentity!
guidelinesl!!
1 Used!by!largelonline!servicesl?!
1 But:!Procedures!not!disclosed
1 Prevents!widespread!adoption
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RBA!in!the!Wild

1 Black-box!tested!eight!popular!online!services
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It‘s not!that easy...

Loginthistory influences risk score
Solution:!ICreate!many user accounts
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It‘s not!that easy...

Automated testing influences result
Solution:!Create!lhuman-like!browsing behavior
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28X 224!User!Accounts
|
Human! RBA!
user: Testin
Imitation J

|dentities

\

RBA!Inspection
System

L

Inspected Services
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Results
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MorelThan Just!Good
Passwords?

AlStudy!on!Usabilityland Security!Perceptions of
Risk-based Authentication
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Study!'Website

i Introduced!as!
externallwebsite!
toldistract!from!
study!purpose

i Asked!to!test!
website!tolavoid!
bias
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Study!Procedure
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Study!Procedure

2FA

RBA-DEVICE
RBA-LOCATION
PASSWORD-ONLY
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Study!Procedure

==

2FA

RBA-DEVICE

- Always!prompted
RBA-LOCATION

PASSWORD-ONLY
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Study!Procedure

pm—

2FA

RBA-DEVICE
= Prompted!on!

RBA-LOCATION unknown!device
PASSWORD-ONLY

—
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Study!Procedure
2FA
RBA-DEVICE
- Prompted!on!
RBA-LOCATION unknown!location
PASSWORD-ONLY
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Study!Procedure

pm—

—

2FA

RBA-DEVICE
RBA-LOCATION
PASSWORD-ONLY

Never!prompted
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Study!Tasks

1 Createlrealistic!
study!scenario

[ ] N
—  Involvelsensitive!
dataland!personal’
I% devices!to!increase!

Immersion
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Study!Tasks

=1
=

1 Authentication!as!
secondary!task

 Room!changes!to!
support!
understanding
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support!
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Study!Procedure

Exitisurvey*

Semi-
structured!
Interview
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Study!Procedure

Exitisurvey*

Measure!usability!and!
security!perceptions

*IQuestions!partially!based!on
Brooke,!J.:ISUS:!Alquick!and!dirty!usability!scale.!(1996)

Semi-structured!
interview
Understand!

survey!
responses

H.!Khan!et!al.:!Usability!and!Security!Perceptions!of!implicit!Authentication:!Convenient,!Secure,!Sometimes!Annoying.!In:!SOUPS ‘15.!USENIX!(2015)
L.!Agarwallet!al.:!Ask!Me!Again!But!Don’t!Annoy!Me:!Evaluating!Re-authentication!Strategies!for!Smartphones.!In:!\SOUPS!*16.!USENIX!(2016)
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Demographics

. N=65 cencer |

¢ 17MnIPW-ONLY 0% 20% 40% 60% 80% 100%
. . m Male mFemale PreferInot!tolanswer
1 16!alllother!conditions

1 Age:119-33lyears
(mean:!24.57,!SD:13.22)
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RBAland!PW-ONLY!Usability'higher!than!2FA

SUS Score

100

80

40

20 A

0

60 -

PW-ONLY RBA-LOC RBA-DEV 2FA

1 System!Usability!
Scale!(SUS)!scores!
or!subquestion
answers!
significantly!lower!
for!2FAl(p<0.05)
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RBA!morelaccepted!than!2FA

(Ula) How annoying or not annoying did you perceive this login procedure?

PW-ONLY A Mot smnoying 24% 6% 41% 29%
RBA-LOC A Not annoying 13% 12% 19% 56%
No tendency .
RBA-DEV -1 Annoying 6% 63% 31%
B Very annoying :
2FA - Don't know 50% 13% 31%
T T T T T T T T T E T T T T T T T T

(U1lb) How tiring or not-tiring did you find this login procedure?

18% 6%

PW-ONLY A Not tiring at all 29% 47%
Not tiring :

- -1 (1) (1] (1] (1]
RBA-LOC No tendency 8% 13%  25% 56%
RBA-DEV A Tiring 13% 12% 44% 31%

Ell Very tiring .
2FA - Don't know 44% 6% 44% 6%

(Ulc) How did you perceive the interruptions for confirming the identity?

13% 19%

RBA-LOC A == 2™ 37% 31%
Not annoying "
RBA-D EV -1 No tendency 19% 1 2% 50% 19%
Annoying .
2FA - == Very annoying . 50% 6% 31% 6%

Don't know

 RBAlin!many!cases!
significantly!higher!
than!2FA

Luigi Lo lacono
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But:!Acceptanceldiffers

[ Fully accept Accept No tendency 77 Reject Bl Fully reject Don't know

gum—

E-Mall

Phone!number

1 00 T T T T T T T T T T T T T T T T T T T T T A p p
RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV -
RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA
Online banking Online shop Email service  Social network Online storage  Video website = News website

Re-authentication!factor
Datalsensitivity!inluse!case!scenario
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But:!Acceptanceldiffers

Fully accept Accept No tendency Reject B Fully reject Don't know
100
] o
: E-Mall
7 |
_ = B - Phonelnumber
100 _ T T T T T T T T T T T T T T T T T T T T T p p
RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV —
RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA
Online banking Online shop Email service  Social network Online storage  Video website = News website

Re-authentication!factor

Datalsensitivity!inluse!case!scenario
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But:!Acceptanceldiffers

[ Fully accept Accept No tendency 70 Reject I Fully reject Don't know
100
. - B
jlll =™ =" E-Mall
o P — S — _— _— S |
] Phone!number
50 1
100 _ T T T T T T T T T T T T T T T T T T T T T App
RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV RBA-DEV -
RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA RBA-LOC 2FA
Online banking Online shop Email service  Social network Online storage  Video website = News website
1 Re-authentication!factor
!

Datalsensitivity!inluse!case!scenario
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Factors!influencing!acceptance!

Trust!inlonlinelservice

(e

‘[I’'mInot!providing!my!phone!number]!
because![...]!I'madelexperiences!in!the!past!

curious!messages,'although!l'only!wanted!to!
loglinlin'alsecure!way.”(P17)

where!l'was!partly!'spammed.!l!received!some!

~

/“because![...]!I!Want!to!log!in!quickly!

J

Devicelinvolved

and!watch!something!now.![...]!on!
Netflix![...]'you!do!more!lon!the!TV![...]!
and!then!it's!just!critical.”!(P31) Y

Luigi Lo lacono
Internet | COINS Summer School 2021

53



o ‘ Hochschule
Bonn-Rhein-Sieg

University of Applied Sciences

[/DAS>

Dataland!Application!Security!Group

RBAland!2FA!perceived!morelsecure!(p<0.05)

(S1) How do you rate the overall security of the login procedure?

PW-ONLY A
RBA-LOC A
RBA-DEV A

2FA 1 mm

6“/' 41% 24%

Very secure 19%
Secure z
No tendency 6%6%
Insecure £
Very insecure 6%6%

Don't know E

23%

75% 6%
88%
75% 13%

(S2) How satisfied or unsatisfied are you with the level of protection which
Is offered by the login procedure?

|

PW-ONLY - 6"/. 12% 47% 23%

RBA-LOC - Very satisfied 6% 19% 56% 19%
Satisfied :

RBA-DEV - No tendency 7%6% 81% 6%
Unsatisfied f

2FA | mmm Very unsatisfied 6% 63% 31%
Don't know E
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
100 50 0 50
Percent

100

RBA!>IPW
RBA!I'T 2FA
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Additional!Findings
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Deadlock!Problem
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Deadlock!Problem
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Deadlock!Problem
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Deadlock!Problem

Don‘t have
phone with
me?!1
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Deadlock!Problem

Don‘t have
— — phone with
me?!l
—
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ﬂSometimes![it's]!very! \
annoying,!especially!'when!the!
battery!is!flat!and!you!don't!
have!another!device!that!you!
can!loglin'to!confirm!this™!
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[ “Sometimes![it's]!verylannoying,!

DeadIOCk!PrOblem especiallv!'when!the!battery!is!

; On!GoogIe!I!was!very!annoyed'
[...],!because!it!was!a!shared' |
account!and!l!had!to!ﬁnd! |
sqmeone!who![...]!can!tell'me'
thls!security!code.”!(P6) o
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